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Online Safety (E-Safety)
Policy

Introduction & Purpose

Online safety (also called e-safety) is an essential part of safeguarding children and young people. At Stride UK Foundation, we recognise that digital technologies and online environments are integral to children’s lives and provide many benefits, but also carry risks. This policy ensures that children and young people involved in our programmes are protected from potential online harm and that staff and volunteers understand their responsibilities to keep them safe. 

This policy applies to everyone working on behalf of the charity, including trustees, staff volunteers, children and young people, parents/carers, mentors and external partners. 

This policy complements and should be read alongside our Safeguarding Policy, Behaviour policy, Data Protection Policy, Acceptable Use Policy. 

Legal and Regulatory Framework

This policy is based on current UK legal requirements and guidance, including (but not limited to):
· Online Safety Act 2023 
· Data Protection Act 2018 and UK GDPR
· Children Act 1989 & 2004

Definitions

Online Safety (E-safety): protecting children and young people from risks and harms encountered online, such as exposure to inappropriate content, cyberbullying, grooming, radicalisation or data misuse. 

Harmful Content includes but is not limited to: age-inappropriate material, sexually explicit content, self-harm and suicide content, hate speech, extremist or violent material. 

Roles and Responsibilities 

Trustees
· Ensure the organisation has robust safeguarding and online safety policies
· Review online safety performance and incidents at board level

Senior Leadership
· Ensure staff and volunteers are trained and supported in online safety
· Ensure appropriate filtering and monitoring systems are in place where devices or organisational platforms are used

Staff & Volunteers
· Read and adhere to this policy and related procedures
· Promote positive and safe use of technology and only communication with children and young people
· Reporting online concerns or incidents promptly in line with safeguarding procedures

Children & Young People
· Understand and follow our online safety rules and codes of conduct
· Report concerns about online safety to a trusted staff member 

Parents & Carers
· Support the charity’s online safety approach and reinforce safe online behaviours at home
· Give informed consent for online activities where appropriate

Online Safety Principles

1. Prevention – pro-active measures to reduce risks (education, supervision, safe platforms). 
2. Safe Communication – protocols for digital contact between staff/mentors and young people. 
3. Education & Awareness – building online resilience and understanding of risks.
4. Reporting & Response – clear pathways for reporting concerns and responding appropriately. 
5. Review & Improvement – regular policy and practice review. 

Safe Use of Technology & Platforms

Acceptable Use 
· Only organisation-approved tools and platforms should be used for communication with children and young people. 
· Staff must use professional accounts and communication channels; personal accounts should not be used to contact children. 
· Privacy settings must be high and account details should be kept secure. 

Consent & Data Protection
· Obtain parental/carer consent for online engagement where necessary. 
· Collect and store only necessary personal data, in line with UK GDPR.

Filtering & Monitoring
· Ensure appropriate filtering and monitoring controls are in place on devices used for organisational purposes. 
· Review these controls periodically and adjust based on evolving risks. 

Promoting Online Safety – Staff Practice 

Staff and volunteers should: 

1. Model Positive Online Behaviour
· Demonstrate respectful, professional online communication. 
· Do not share inappropriate or personal content in public forums or with young people. 

2. Educate & Support Young People
· Integrate online safety conversations into mentoring, sport sessions, alternative provision or workshops. 
· Encourage critical thinking about online content, privacy and digital footprints. 
· Provide age-appropriate resources and advice on safer online use (e.g. avoiding sharing personal information and recognising harmful interactions). 

3. Recognise & Respond to Risk 
· Be alert to signs of online harm (distress, withdrawal, changes in behaviour). 
· Encourage reporting of concerns and ensure young people know how to report online issues. 
· Support children in understanding when and how to use reporting tools on platforms themselves. 

4. Work with Parents & Carers
· Share guidance and resources with families to support safe online behaviour at home. 
· Encourage parents to use parental controls, review privacy settings and maintain open dialogue about online safety. 

5. Training & Awareness
· Attend online safety training and refreshers (e.g. through NSPCC or UK Safer Internet Centre resources). 
· Keep updated on emerging risks (apps, trends, legislation). 

Responding to Online Safety Incidents

1. Report immediately to the Designated Safeguarding Lead. 
2. Record the incident securely and confidentially. 
3. Assess risk to the child/young person and others. 
4. Take appropriate action, which may include contacting parents/carers, referring to external agencies (e.g. police, social care). 
5. Review incident to identify learning and prevent recurrence. 

Policy Review

This policy will be reviewed at least annually, or when there are significant changes in legislation, technology or organisational practice.  
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